
napp-it cs
Web-based ZFS NAS/SAN Appliance — rc 10.2

What is napp-it cs?
napp-it cs is a complete web GUI for ZFS storage management. Runs on Windows,
Linux/Proxmox, FreeBSD, OmniOS/Illumos, macOS and Solaris without an external web server
— built-in Perl HTTP/HTTPS server.

Installation
Windows (Admin terminal, PowerShell or CMD):

cmd /c "curl.exe -ksLo %TEMP%\cs_setup.bat https://www.napp-it.org/cs_setup.bat
&& %TEMP%\cs_setup.bat"

Linux / OmniOS / FreeBSD / macOS (as root):
curl -ksL https://www.napp-it.org/cs_setup.sh | sh

Optional: Latest development version (dev/nightly/test) — for experienced users:

cmd /c "curl.exe -ksLo %TEMP%\cs_setup_dev.bat
https://www.napp-it.org/cs_setup_dev.bat && %TEMP%\cs_setup_dev.bat"

curl -ksL https://www.napp-it.org/cs_setup_dev.sh | sh

Start:
perl /opt/csweb-gui/start.pl 1

Browser: https://localhost | Remote: https://server-ip (accept certificate)

Autostart (after reboot):
perl /opt/csweb-gui/autostart.pl

Sets up autostart on boot (systemd, Task Scheduler, or launchd, depending on OS).

rc 10.2 — What is new

zstream Transport Replaces netcat for ZFS replication. AES-256-GCM encryption,
128 MB buffer, rate limiting, progress, transfer log. BSD
2-Clause, Copyright napp-it.org.
https://github.com/guenther-alka/z-stream
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Job Settings Buffer and rate limit configurable per job (create + edit).
Transfer summary to /tmp/zstream.log.

Windows Job Start New background() path without Start-Process. Works without
desktop handle in web context.

task_norestart No false "already running" after cancel/error. Perl filter, correct
order.

server.pl Cleanup upsrv/callback path removed. Results returned directly via
encrypted socket.

Remote Timeout Socket timeout remote: 30s increased to 120s (zfs get all ~5
MB).

Backend Update DIFFER false positive fixed -- version extraction corrected.

rc 10.1 — What is new

Web Server Improved non-blocking behaviour.

System Backup Manual backup/restore + scheduled appliance backup (ZIP
rotation max. 20).

Enclosure Maps Visualisation of disk locations in backplane.

Encryption ChaCha20+HMAC-SHA256 socket crypto. TOTP 2FA (RFC
6238).

Servergroup 20-member check: ~300s reduced to ~20s.

S3/RustFS rc CLI replaces mc. Async bucket sizes.

Security Path traversal, shell injection, XSS, brute-force fixes.

Platforms

Windows Windows 10/11 Pro, Server 2019/2022. Strawberry Perl
portable.

Linux/Proxmox OpenZFS, Perl as root. Built-in web server.

OmniOS/Illumos Recommended for ZFS NAS. Kernel-SMB, Illumos ZFS.

FreeBSD OpenZFS, minimal overhead.

macOS OpenZFS for macOS. napp-it CS as frontend.

Solaris Oracle Solaris ZFS. napp-it SE.
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Security

Passwords SHA-256 hex.

Sessions Expiry, client binding, S_ID/S_LID dual-token 50-min rotation.

HTTPS Required for remote. Self-signed or public certificate.

2FA TOTP RFC 6238, mobile authenticator (About > Settings).

Socket Crypto ChaCha20+HMAC-SHA256, 256-bit auth frontend-backend.

ZFS Encryption 3-way key split.

ZFS Replication zstream AES-256-GCM, session key per transfer.
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Start options (start.pl)

perl /opt/csweb-gui/start.pl [option]

0 Stop all services

1 Start all services in background

2 Start without auto.pl

3 Backend only (server + monitor)

4 Windows: minimized terminals

5/6/8 server / monitor / webserver foreground (debug)

9 webserver in background

Autostart (autostart.pl)

perl /opt/csweb-gui/autostart.pl

autostart.pl Sets up autostart after reboot: systemd unit
(Linux/Proxmox/OmniOS), Task Scheduler (Windows), or
launchd (macOS), depending on detected OS.

AI support (Claude)
Upload ZIP (incl. /opt/csweb-gui) -> "read guideline" -> describe tasks in natural language ->
Claude summarizes and asks before building -> download new ZIP as 1:1 replacement.
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