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napp-it cs — Client Server Edition. ZFS storage server GUI for (m)any ZFS servers. Linux / Proxmox
All-in-One: Barebone NAS + VM server.

Why Proxmox instead of plain Linux
« Commercial background with free option
e Premium VM features (KVM full virtualization, LXC containers)
e« ZFS out of the box — no manual configuration
¢ Web-GUI for system and VMs (Proxmox on port 8006)
o SAMBA or faster ksmbd for SMB shares, kernel-NFS for NFS shares
e Storage web-GUI: napp-it cs
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TL;DR — Too Long; Didn't Read

ZFS server with web-GUI on Linux / Proxmox. Optional beforehand: install Smartmontools (already included
in PVE9):

apt install smartnontools

Install and Start (Online Installer)

A single command downloads, installs to /opt, and starts the web-GUI automatically — integrated http/https
web server, no Apache/mini_httpd needed.

curl -ksL https://ww. napp-it.org/cs_setup.sh | sh

Current nightly build (napp-it_cs_dev.zip, newest features, possibly less tested):

curl -ksL https://ww. napp-it.org/cs_setup_dev.sh | sh

Manual start / restart — universal start script with a menu (5s timeout, default: option 1):
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perl /opt/csweb-gui/start. pl

0 — stop all

1 — (re)start all in background (server + monitor + auto + webserver) — default
2 — start without auto.pl (server + monitor + webserver)

3 — start backend only (server + monitor)

8/9 — restart the webserver only (foreground/background)

Skip the menu prompt: perl /opt/csweb-gui/start.pl 1

Open Browser

http://server-ip https://server-ip

Later updates

While running, use About > Update in the web-GUI — automatically fetches the latest stable or dev build, no
need to re-run the installer.

Optionally

If you get "auth error": ./csweb-gui/cfg/server.auth must be identical to
.Jcsweb-gui/_log/group/groupmember.txt

apt install samba acl

Enable remote root access for SSH

Enable TLS mail: Job > Report via WebAPI connector

Open firewall port 63000 for the backend socket connection

If frontend runs on another machine: backend RAM need is ~50 KB
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1. Proxmox Concept

Proxmox is a Linux server OS based on Debian. It is optimized as a VM server platform for container and full
OS virtualization via KVM. Because it ships with the newest OpenZFS by default, you can also use it for:
e A) Pure VM server — ESXi replacement with ZFS. Keep it minimalistic; run all services inside VMs.

e B) VM server + NAS services — NFS or SMB installed directly, use the integrated web server for https
storage management. All other services in VMs. (Recommended)

e C) General Linux server — use it like Debian with superior VM options and ZFS preinstalled.

Recommended setup
Option B — NAS via napp-it cs web-GUI, VMs via Proxmox web-GUI, everything in one browser.

Proxmox Advantages
e« OpenZFS out of the box
e KVM full virtualization
e LXC containers
e Own web-GUI for VMs (port 8006)
e Active community
e« Commercial support available
o Free Debian foundation

Proxmox vs. plain Debian

Proxmox already includes superior VM management options. Additionally you have all Debian options
without restrictions. This makes Proxmox the better "multipurpose Debian" with ZFS already included.
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2. NAS Setup — Proxmox Option B

For easier configuration use Putty (SSH) and WinSCP (SFTP file transfer) — both portable Windows apps.

2.1 Boot ISO and Install

Boot the Proxmox ISO (or create a USB installer with Rufus). In the setup options:

e« Select ZFS as the boot device filesystem (not ext4)
e Select EFI boot mode (required for ZFS Boot Menu)
e Setaroot password

For non-commercial use, comment out the enterprise repository lines:

# Edit: /etc/apt/sources.list.d/*

# Comment out the enterprise lines

2.2 Connect via Putty as Root

Connect to the IP shown in the Proxmox setup message. Putty supports copy/paste via mouse right-click.

2.3 Update Package List

apt update

A message ending with ":" can be confirmed with g; otherwise press Enter.

2.4 Install Midnight Commander (optional)

Console file browser and editor — useful for editing config files:

apt install nt

2.5 Install SAMBA (SMB Server)

apt install sanmba acl

Config file: /etc/samba/smb.conf

Minimal smb.conf for an anonymous share on /tank/data:
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[ gl obal ]

uni x charset = UTF-8

server role = standal one server
obey pamrestrictions = yes
wor kgr oup = VORKGROUP

vfs objects = acl _xattr

map acl inherit = yes

store dos attributes = yes
server string = SMB- Server
guest account = nobody
create nask = 0775
directory mask = 0755
browsabl e = yes

map to guest = bad user

[ dat a]
path = /tank/data
; enabl e either guest ok or valid users
; valid users = @taff
inherit acls = yes
guest ok = yes

read only = no

Make the folder writable:

chnod 777 /tank/data

Start / Stop SAMBA:

systenct| stop sanba
systenct| start sanba
systenct| restart sanba

If you had ksmbd installed and want to switch back to SAMBA, rename /etc/ksmbd/ksmbd.conf to
ksmbd.conf.last.

2.6 Alternative: ksmbd (Kernel-based High-Performance SMB)
ksmbd is faster than SAMBA. On Proxmox 9:

apt install ksnbd-tools
nodpr obe ksnbd

On Proxmox 8 (obsolete with Proxmox 9) add the sid repository first:

# /etc/apt/sources.list -- add
deb http://ftp. de.debi an. org/ debi an sid main

apt update

apt install ksnbd-tools
nmodpr obe ksmnbd
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Config file: /etc/ksmbd/ksmbd.conf (use the example file as template)
Minimal ksmbd.conf for /tank/data:
[ gl obal ]

map to guest = Bad User

guest account = nobody

writeable = yes

[ dat a]
path = /tank/data
: valid users = @taff
guest ok = yes
read only = no

Start / Stop ksmbd:

systenct| stop ksnmbd
systenct| start ksnbd

systenct| restart ksmbd
chnod 777 /tank/data

To remove ksmbd and revert to SAMBA: delete or rename /etc/ksmbd, then restart the backend: perl
/opt/csweb-gui/start.pl 3

2.7 Kernel-NFS (Kernel-based NFS Server)

nfs-kernel-server is the native, kernel-based NFS server on Linux (“kernel-NFS”) — no userspace daemon,
hence very performant. Recommended option for Unix/Linux/macQS clients, in combination with Samba or
ksmbd for Windows clients.

apt install nfs-kernel-server

Share either directly via the ZFS sharenfs property (napp-it cs — ZFS Filesystems - sharenfs, instant
popup):

zfs set sharenfs=on tank/data

# or with options:

zfs set sharenfs="rw=192. 168. 1. 0/ 24, no_r oot _squash" tank/ dat a

... or configure manually via /etc/exports:

/tank/data 192.168.1.0/24(rw, sync, no_subtree_check, no_r oot _squash)

# Apply after editing /etc/exports
exportfs -ra

Start / Stop kernel-NFS:

systenct| start nfs-kernel-server

systenctt| stop nfs-kernel-server

systenct| restart nfs-kernel-server
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SMB vs. NFS on Proxmox

Samba/ksmbd (2.5/2.6) for Windows clients (SMB), kernel-NFS (2.7) for Unix/Linux/macOS clients (NFSv3/v4).
Both can run in parallel on the same ZFS filesystem.

3. Start Web-GUI (integrated webserver)

napp-it cs includes its own integrated http/https web server (webserver.pl) — copy and run, no Apache or
mini_httpd needed anymore. A single start command enables HTTP and HTTPS at the same time, including
key management.

3.1 Enable and Start Web-GUI

cd /opt/csweb- gui

perl start.pl 1

Starts all required services: the integrated web server (frontend), auto.pl, monitor.pl, and server.pl (backend).
On startup it checks whether Apache or mini_httpd are still running (e.g. from an older installation) — those
are stopped automatically so port 80 is free.

Open web-GUI: http://<ip> or https://<ip> — both available immediately, no separate HTTPS step needed.

3.2 Remote Server Group Management

To remotely manage additional servers, keep auth files in sync:

e ./csweb-gui/_log/group/hostname~ip.txt on the management server
« ./csweb-gui/cfg/server.auth on each managed server (same content)

Then add the server in the web-GUI menu: ZFS Servergroup.
HTTPS always on

Since the integrated web server has HTTPS enabled by default, server groups are automatically managed with
encrypted transfers for data and keys — no separate configuration step needed.

3.3 Enable Remote Root SSH Access

# [ etc/ssh/sshd_confi g:

Per mi t Root Logi n yes

service ssh restart
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4, Key Management

When you create encrypted ZFS filesystems, napp-it cs splits the key into three parts and saves them in
.Jcsweb-gui/_log/keys. The key can be hash-generated from an easy-to-remember password. To unlock you
can use the remembered password or the full key.

Key part placement options:

e Part 1-3: on the web-GUI server
e Locally on the ZFS server
« Remotely on one or two https servers
Automatic unlock is possible when the ZFS server finds all key parts (1-3 or complete). The server actively

searches for key parts locally or remotely on configured https servers. This protects keys even from server
admins and avoids storing plain keys locally.

5. OpenZFS Server Groups

napp-it cs (frontend web-GUI + backend services) runs on FreeBSD, Illumos, Linux, macOS, Solaris, and
Windows to manage ZFS (and Storage Spaces on Windows). Requirement: Perl — the integrated web
server needs no separate installation. Backend resource need is ultra-low (~50 KB RAM), allowing remote
management of devices down to a 2 GB Raspberry Pi.

Setup for a remote server group member:

« Start backend services server.pl and monitor.pl on each remote server
e Inthe web-GUI: ZFS Servergroup > Add Server

e Sync auth keys: keep ./csweb-gui/_log/group/memberfile.txt identical to ./csweb-gui/cfg/server.auth on
the remote server (use WinSCP)

e Open firewall port 63000 for the backend socket connection

You can manage remote servers and replicate ZFS filesystems from any member to any member.

napp-it cs on Windows as Management Station

cnd /c "curl.exe -ksLo EMP% cs_setup. bat https://ww. napp-it.org/cs_setup. bat && %TEVP

% cs_set up. bat"

Installs to C:\opt and starts the web-GUI automatically (see windows-aio.pdf for details).

napp-it cs on Windows can be either a remote member in a Proxmox-managed group or the management
station for the entire group.
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6. ZFS Boot Environments (optional for Linux)

ZFS Boot Menu is a UEFI bootloader for Linux that enables boot environments — the ability to boot into
different OS snapshots (e.g., before an update).

Requirements:

e Proxmox must be installed on ZFS (not ext4)
« EFI boot mode (not BIOS/legacy)

Boot environments allow safe rollback after updates or for disaster recovery. Create one before every update
or as part of regular backups.

# Before an update:

zf s snapshot rpool /ROOT/ pve- 1@ef or e- updat e

# Rol | back if needed
zfs rol |l back rpool /ROOT/ pve- 1@ef or e- updat e

After a crash: do a minimal setup, restore and activate the boot environment. FreeBSD has boot
environments built in. For Linux/Proxmox use ZFS Boot Menu (https://zfsbootmenu.org,
https://free-pmx.pages.dev/guides/zfs-boot/).

7. Linux User/Group and Network Management

Use the Proxmox web-GUI at https://<ip>:8006 under Datacenter > PVE for user, group, and basic network
configuration.

ACL with SAMBA and Local Users (no AD)

apt install acl

ZFS filesystem settings for POSIX ACL:

acl t ype=posi x
acl node=passt hr ough
acl i nherit =passt hrough

xattr=sa

Create users and set passwords:

useradd -m
passwd
snmbpasswd -a # al so add to Sanba

Group management:

gr oupadd
usernod -aG

POSIX ACL for folders:

get f acl

setfacl -mg::rwx # set ACL
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In smb.conf: disable guest and allow specific users/groups:

; valid users = @roupl, @roup2

guest ok = no

After changing ACL, restart SAMBA and reconnect the share in Windows:

systentt| restart sanba

Tips:

e Create the same username and password as on Windows to connect without an extra login prompt

¢ On OmniOS/Solaris or Windows you can set NFS4/NTFS ACL remotely via Windows Explorer (SMB
connect as root/admin)

Suggested ACL Setup for POSIX Filesystems (Linux)

zfs set acltype=posi x xattr=sa acl node=passt hrough acl i nherit=passt hrough

# Set read(x) perm ssion on the shared fil esystem fol der for everyone
# Create private and public subfolders with appropriate ACL
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8. Minimal Desktop Environment (optional)

You can add a minimal desktop to Proxmox for file management as an alternative to the console-based
Midnight Commander, e.g. XFCE or LXDE/LXQt.

Note
Not recommended on a production VM server. For a NAS it can be an option.

9. Flavours of ZFS

Solaris ZFS

Sun developed ZFS as part of its commercial Solaris Unix with deep OS integration and sharing services
(iISCSI, NFS, SMB). Solaris is still available commercially (ZFS v53+, Oracle) and for non-commercial home
use as Solaris 11.4 CBE (currently SRU81) as a free download. Current Solaris ZFS is incompatible with
OpenZFS (last cross-compatible version: ZFS 28v.5). Use rsync to sync data between Solaris ZFS and
OpenZFS. Napp-it SE is the web-GUI for Solaris.

[llumos ZFS

When Oracle bought Sun, they ended OpenSolaris. lllumos continued OpenSolaris and ZFS as open source,
with distributions like the minimalistic OmniOS (server) and Openindiana (desktop option). lllumos
introduced ZFS pool version 5000 to differentiate from Solaris ZFS. lllumos is the parent of OpenZFS with a
strong focus on stability and easy maintenance. You can move an lllumos pool to OpenZFS and back if
features like dRAID, RAID-Z expansion, or fast dedup are not activated. You can use napp-it SE and napp-it
CS on lllumos.

OpenZFS

OpenZFS was initially the umbrella name for all open-source ZFS efforts with OpenZFS as a downstream of
lllumos. Today it refers to the current state of ZFS on FreeBSD and Linux with new features continuously
added. On macOS and Windows there is a filesystem driver for current OpenZFS, making ZFS available on
any OS.

Recommended Linux distributions with OpenZFS out of the box: TrueNAS (NAS-focused, limited CLI),
Proxmox (commercially maintained Debian with strong virtualization), Ubuntu (desktop + office). Proxmox
ships with a web-GUI for VM and system management on port 8006; add napp-it cs for storage and ZFS
management.

Qnap ZFS

Qnap ZFS is based on an older OpenZFS. Due to Qnap-specific modifications, pools cannot be moved
to/from standard OpenZFS. Newer OpenZFS features are not available and likely never will be.

Napp-it Web-GUI for Servers, Storage Spaces and ZFS

Napp-it SE (Solaris Edition) manages Solaris and OmniOS/Openindiana. Napp-it CS (Client/Server) runs on
any system with Perl — including the integrated web server, no separate CGl-capable web server needed
anymore — managing ZFS server groups on FreeBSD, Illlumos, Linux, macOS, Solaris, and Windows
(including Storage Spaces Pools) — with the restriction that OpenZFS pools cannot be replicated to/from
Solaris ZFS. TrueNAS and Qnap limit external management access via their proprietary APIs.
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10. Debugging
To manage a server remotely in napp-it cs:

o server.pl (backend) must run on the remote server
« Auth file on remote server: /opt/csweb-gui/cfg/server.auth
« Must have same content as the local group file, e.g.: /opt/csweb-gui/_log/group/pve2~192.168.2.65.txt

Remote Replication (any server to any server)

Create a replication job, then start manually from console:

# Open termnal as root (replace 123 with job ID):

perl /opt/csweb-gui/data/menues/ _|ib/w ndows/scripts/job-replicate.pl run_123

You can then see each step of the script in the terminal.

Debug Backend Services

Kill the service, then start manually in a Putty console to see live output:

perl /opt/csweb-gui/start.pl 3
# or individually:
perl /opt/csweb-gui/datal/cs_server/auto. pl

perl /opt/csweb-gui/data/cs_server/monitor. pl

In the web-GUI cmd field, enter rl (remote log) to display remote commands from replication calls.
Other options:

« Enable Log in the top-level menu to add internal information after menu execution
« Enable Debug in the top-level menu to add debug information during menu execution

Deinstall ksmbd

systenctt| stop ksnbd
apt renove ksnbd-tool s
rm-r /[etc/ ksnbd/ # or renane to ksnbd.old

Deinstall SAMBA

systenct| stop sanba

apt renove sanba

rm-r /etc/sanba/ # or renane to sanba.old
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11. Tips & Tricks

Avoid
e Vendor or OS lock-in (Broadcom, Oracle, Synology, Qnap)

Prefer
e All-in-One systems: Storage + virtualization
e Mainstream solutions with ZFS: Proxmox, Windows (opt. ESXi/OmniOS)
e Single or multiple server management

With napp-it cs you can manage single or multiple servers with x86/x64 or ARM architecture on FreeBSD,
Linux, macQOS, Illumos, and Windows.

Define Your Use Case
e« Mini NAS: 4x NVMe, 2.5G, max 8 TB, non-ECC
e SoHo: UATX SATA HDD, 10G, ECC opt.
e Media Creator: UATX 2/4x 25G RDMA NIC, ECC, Windows Server + Client with SMB Direct
e« Enterprise: SAS/SATA HDD, NVMe, ECC, 10G+, 19" backplane

ZFS Recommended Configs
e Boot: ZFS Mirror (2x SSD/NVMe)
o Data: RAIDZ2 (4+ HDDs)
« Performance: All-SSD pool
e Hybrid: HDDs + SSD L2ARC/SLOG

ZFS Key Features
« Copy-on-Write: always consistent
e Checksums on all blocks
« Instant snapshots
e AES-256-GCM encryption

Backup and Restore
« Enable autosnap for ZFS
e Include /etc/pve in autosnap job to include VM config files
« Do external backups (e.g. ZFS replication to a basic pool on USB)
« Do not forget to export USB pools before disconnecting, otherwise reboot is required to regain access

Partition a Disk
Example: partition sdb into 10 GiB, 10 GiB, and rest:

parted /dev/sdb -- nkl abel gpt
parted /dev/sdb nkpart primary 1M B 10G B

parted /dev/sdb nkpart primry 10G B 20G B
parted /dev/sdb nkpart primary 20G B 100%

You can now use the partitions as ZFS vdevs. Verify with parted /dev/sdb print.
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Mount SMB Shares from Linux Clients (physical or VM)

# Search: "nount snb |inux"

mount -t cifs //server/share /mt/point -0 user=usernanme, passwor d=pw

Common Issues

e Auth error: ./csweb-gui/cfg/server.auth and ./csweb-gui/_log/group/groupmember.txt must be identical
« Firewall: open port 63000 for the backend socket connection
« Email reports: configure via Job > Report via WebAPI connector
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