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1. Copy-on-Write (CoW)

ZFS never overwrites existing blocks. Every write lands at a new position. Only when all data is consistently
written does the pointer switch to the new blocks.

* No corrupt state after crash  Transactional Group (TXG)
¢ No long fsck/chkdsk runs ¢ 5-second commit interval
¢ Basis for snapshots e ZIL for sync writes

« Atomic operations * Always consistent state

2. Checksums & Self-healing

Every data block has a cryptographic checksum (SHA-256, Fletcher). On read, verification occurs —
defective blocks are automatically repaired using RAID redundancy.

Silent corruption caused by defective hardware, firmware errors or RAM errors is detected and automatically fixed.
Other filesystems would not notice.

3. Storage Hierarchy

I ZFS Hierarchy
vdev: Virtual Device: Mirror, RAIDZ, Stripe, Cache, Log, Special

pool (zpool): Group of vdevs. Dynamically expandable.
dataset: Filesystem or Zvol in pool. No fixed size.

snapshot: Read-only snapshot. No storage until change.

4. Cache Architecture

ZFS has three caching levels:

I Cache Layers
ARC: Adaptive RAM read cache. Size = free RAM. Very efficient.

L2ARC: Second cache level on SSD. Extension of ARC.

ZIL/SLOG: Intent log for sync writes. Protection on power loss. NVMe/Optane recommended.

5. RAID-Z vs. classic RAID

RAID-Z is ZFS native software RAID. It is not hardware RAID and not classic RAID-5/6.
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* No write-hole problem ¢ Write-hole in RAID-5/6

e Variable stripe width ¢ No checksums

« Integrated checksums * Black box, hard to debug

« Expandable (OpenZFS 2.2+) * Expensive replacement on failure

Native ZFS encryption (AES-256-GCM) is dataset-specific. A pool can mix encrypted and unencrypted
datasets.

zfs create -0 encryption=aes-256-gcm \
-0 keyl ocati on=pronpt \
-0 keyformat=passphrase \
t ank/ gehei m
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